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| thank Judiciary Chair Luke Clippinger, Vice Chair J. Sandy Bartlett, and the other
Members of this Committee for the opportunity to testify today in support of your bill to
criminalize the use of deepfakes for sexual harassment.

My name is Jason Green-Lowe, and | am the executive director of the Center for Al
Policy, a non-partisan, non-profit advocacy organization that works to raise awareness
of the increasing dangers of artificial intelligence and to build support for legislative
solutions to those dangers.

The danger from sexual harassment from deepfakes is clear: over 90%* of all deepfake
videos posted online are nonconsensual pornography, often of underage victims, and
the total number of deepfake videos posted online has more than doubled every year
since the technology debuted, growing from 7,964 videos? in 2018 to 500,000 videos? in
2023. These videos are typically created using “generative adversarial networks,” i.e.,
a pair of software programs that work in tandem to create the most realistic images
possible. While one program generates fake images, the other program attempts to
guess whether the image is real or fake. If the second program correctly spots a fake
image, then the first program adapts its techniques so that future fake images will be
harder to detect. As you might imagine, after this process has been run several
thousand times, the resulting images can be extremely convincing. This sometimes
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makes it difficult to convince friends or colleagues that the videos were artificially
generated, exacerbating the trauma® faced by the victims of this harassment.

Without legislation like HB 1062, Marylanders would have few legal protections® against
these videos. Although copyright law makes it illegal to literally copy a photo of a
victim’s face, a deepfake is by definition not just a faithful copy — instead, a deepfake
involves substantial changes to the source material. This means that courts are likely to
rule that a deepfake video is “transformative”” and therefore not a violation of copyright.
Similarly, a victim who tried to sue the creator of a deepfake for defamation or invasion
of privacy would encounter obstacles based on the limited definitions of these torts. For
example, suing for defamation in Maryland?® requires either (1) proof of actual malice by
clear and convincing evidence, or (2) proof of damage to the victim’s reputation, which
is typically measured in terms of lost business opportunities. A teenage girl who is
suffering from anxiety and panic after being targeted by deepfakes may suffer severe
harm and still not be in a position to demonstrate any direct financial losses.

It is therefore entirely appropriate that Maryland is poised to pass special legislation to
protect the victims of this harassment. In so doing, Maryland will join a growing list of
other states® who have concluded that this harassment is unacceptable, including
California, Florida, Georgia, Hawaii, lllinois, Minnesota, New York, South Dakota,
Texas, and Virginia.

Unfortunately, the dangers of deepfakes will not be confined to sexual harassment. The
neural networks that are used to create deepfakes are becoming more affordable, more
powerful, and more widely available every year. According to one study by Epoch Al, it
takes less than three years of progress for the cost of computing power to get cut in
half'®. If anything, this severely understates the problem, for two reasons.

First, ongoing algorithmic progress means that the same microchip will be able to get
more work done in the future — not only will that microchip be cheaper to rent or buy, but
it will also be more efficient.

Second, ongoing software development means that computing power will have a wider
range of applications. When ChatGPT was first released, it had essentially no ability to
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interact with anything beyond its standard text box. Within a few months after its
release, GPT was also!! connected!? to Gmail, Excel, Powerpoint, the Internet, music
composition software, software coding tools, speech synthesizers, the Instacart grocery
service, and the Kayak travel agent. What at first appeared to be a simple and harmless
chatbot has already gained the ability to book your vacation, stock your fridge, and
email your coworkers to let them know you’ll be out of the office.

There’s no particular reason to expect these ‘upgrades’ to stop. Over the next decade,
the same neural networks that generate nonconsensual porn are likely to gain access to
mechanical arms*? that allow them to design new viruses** in a wet lab, or to be
programmed to operate autonomous drones armed with lethal weapons?®, or to learn
how to hack into millions of bank accounts'® on the same day.

If artificial intelligence were inherently benevolent, it would not be committing a million
acts of sexual harassment each year. To be clear, artificial intelligence offers great
benefits to our society, and we should seize those benefits — but we must do so
carefully, and we must rapidly and rigorously update our laws to take account of the
new dangers brought by this powerful new technology.

Passing HB 1062 is an important first step toward enacting those protections. By
offering useful and appropriate remedies to victims of Al-enabled sexual harassment,
this legislation will put Maryland on the right path forward for a safer future.

| thank the Committee for the opportunity to testify, and | look forward to any questions
you may have.
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